Compliance declaration for CSP		version March 2025
CSP COMPLIANCE SELF-ATTESTATION
IMPORTANT NOTE: Please, bear in mind that this declaration must be provided for each Offering you want to publish on the DOME Marketplace Catalogue.
You are required to update this declaration as needed, in the event the situation or the facts relating to the declaration change.
This declaration is a legally binding statement that binds your company.

Date: [insert date in YYYY MM DD format]

I, the undersigned,
	Name
	

	Surname
	

	email
	



Acting, in my capacity of Legal Entity Appointed Representative in the DOME Marketplace, for and on behalf of

	Entity full legal name
	


A registered Cloud Service Provider in the DOME Marketplace (hereinafter, the Company).
Concerning the Offering listed in the DOME Catalogue by the Company (hereinafter, the Offering)
	Name of the Offering
	


do hereby certify and warrant to the DOME Platform and any Cloud Customer within the DOME Marketplace
that the compliance criteria marked with Yes in the chart below are met by the Offering (please note that the criteria with the green ribbon on the left are mandatory, therefore they are pre-marked as compliant. If any of them is not met by the Offering, then the Offering is not eligible to be published in the DOME Catalogue and hence, it will not be listed. Also note, please, that if the compliance box of the chart is left blank this will be interpreted as answering “NO”:
	
	CATEGORY
	CODE
	CRITERIA
	COMPLIANCE (Y/N)

	
	DATA PROTECTION & MANAGEMENT
	DP-1
	The Company, when a Cloud Customer is contracting the Offering, offers a written contract under a EU/EEA/Member State law and specifically addressing GDPR requirements.
	Yes

	
	DATA PROTECTION & MANAGEMENT
	DP-2
	The Company has defined the roles and responsibilities of each party in the delivery of the Offering.
	Yes

	
	DATA PROTECTION & MANAGEMENT
	DP-3
	The Company has defined the technical and organizational measures in accordance with the roles and responsibilities of the parties in the delivery of the Offering, including an adequate level of detail.
	Yes

	
	DATA PROTECTION & MANAGEMENT
	DP-4
	The Company shall not access Customer Data unless authorized by the Customer or when the access is in accordance with applicable laws governing the contract of the Offering.
	Yes

	
	DATA PROTECTION & MANAGEMENT
	DP-5
	The Company hereby declares that the Offering is compliant with all the requirements of applicable laws and regulations concerning the protection of personal data, and specifically the General Data Protection Regulation (Regulation (EU) 2016/679).
	Yes

	
	CYBERSECURITY
	CS-1
	Organization of information security: the Company plans, implements, maintains and continuously improves the information security framework within the organisation.
	Yes

	
	CYBERSECURITY
	CS-2
	Information Security Policies: the Company has a global information security policy, derived into policies and procedures regarding security requirements and to support business requirements.
	Yes

	
	CYBERSECURITY
	CS-3
	Risk Management: the Company ensures that risks related to information security are properly identified, assessed, and treated, and that the residual risk is acceptable to the Company pursuant to its own criteria.
	Yes

	
	CYBERSECURITY
	CS-4
	Human Resources: the Company ensures that its employees understand their responsibilities, are aware of their responsibilities regarding information security, and that the organisation’s assets are protected in the event of changes in responsibilities or termination.
	Yes

	
	CYBERSECURITY
	CS-5
	Asset Management: the Company identifies the organisation’s own assets and ensures an appropriate level of protection throughout their lifecycle.
	Yes

	
	CYBERSECURITY
	CS-6
	Physical Security: the Company prevents unauthorised physical access and protects premises and assets against theft, damage, loss and outage of operations.
	Yes

	
	CYBERSECURITY
	CS-7
	Operational Security: the Company ensures proper and regular operation, including appropriate measures for planning and monitoring capacity, protection against malware, logging and monitoring events, and dealing with vulnerabilities, malfunctions and failures
	Yes

	
	CYBERSECURITY
	CS-8
	Identity, Authentication and access control management: the Company limits access to information and information processing facilities.
	Yes

	
	CYBERSECURITY
	CS-9
	Cryptography and Key management: the Company ensures appropriate and effective use of cryptography to protect the confidentiality, authenticity and integrity of information.
	Yes

	
	CYBERSECURITY
	CS-10
	Communication Security: the Company ensures the protection of information in networks and the corresponding information processing systems
	Yes

	
	CYBERSECURITY
	CS-11
	Portability and Interoperability: the Offering provides a means by which a Cloud Customer can obtain its stored data, and the Company provides documentation on how (and where appropriate, through documented APIs) the Cloud Customer can obtain its stored data at the end of the contractual relationship and the Company documents how the data is securely deleted from the Offering infrastructure and in what timeframe.
	Yes

	
	CYBERSECURITY
	CS-12
	Change and Configuration Management: the Company ensures that changes and configuration actions to information systems maintain an adequate security of the Offering.
	Yes

	
	CYBERSECURITY
	CS-13
	Development of Information systems: the Company ensures information security in the development cycle of the Offering.
	Yes

	
	CYBERSECURITY
	CS-14
	Procurement Management: the Company ensures the protection of information that suppliers of the Company can access and monitors the agreed services and security requirements.
	Yes

	
	CYBERSECURITY
	CS-15
	Incident Management: the Company ensures a consistent and comprehensive approach to the capture, assessment, communication and escalation of security incidents.
	Yes

	
	CYBERSECURITY
	CS-16
	Business Continuity: the Company plans, implements, maintains and tests procedures and measures for business continuity and emergency management.
	Yes

	
	CYBERSECURITY
	CS-17
	Compliance: the Company takes positive and affirmative steps to ensure compliance with legal, regulatory, self-imposed or contractual information security and compliance requirements.
	Yes

	
	CYBERSECURITY
	CS-18
	Dealing with information requests from government agencies: the Company ensures an appropriate handling of government investigation requests for legal review, information to Cloud Customers, and limitation of access to or disclosure of Cloud Customer data.
	Yes

	
	CYBERSECURITY
	CS-19
	Offering security: the Company provides appropriate mechanisms for cloud customers to enable Offering security. The Company ensures that the by-default configuration of the Offering is secure.
	Yes

	
	CYBERSECURITY
	CS-20
	User documentation: the Company provides up-to-date information on the secure configuration and known vulnerabilities of the Offering for Cloud Customers.
	Elija un elemento.
	
	PORTABILITY
	PT-1
	The Company implements practices for facilitating the switching of services and the porting of Cloud Customer data in a structured, commonly used and machine-readable format including open standard formats where required or requested by the Cloud Customer.
	Elija un elemento.
	
	PORTABILITY
	PT-2
	The Company provides pre-contractual information to Cloud Customers, with sufficiently detailed, clear and transparent information regarding the processes of Cloud Customer data portability, technical requirements, timeframes and charges that apply in case a professional user wants to switch from the Offering to another provider or port Cloud Customer data back to its own IT systems.
	Elija un elemento.
	
	SUSTAINABILITY
	ST-1
	The Company provides transparency on the environmental impact of the Offering provided.
	Elija un elemento.
	
	SUSTAINABILITY
	ST-2
	The Company ensures that the Offering meets or relies on an infrastructure which meets a high standard in energy efficiency, meeting an annual target of PUE of 1.3 in cool climates and 1.4 in warm climates.
	Elija un elemento.
	
	SUSTAINABILITY
	ST-3
	The Company ensures that the Offering meets or relies on an infrastructure for which electricity demand will be matched by 75% renewable energy or hourly carbon-free energy by 31st December 2025, and 100% by 31st December 2030.
	Elija un elemento.
	
	SUSTAINABILITY
	ST-4
	The Company ensures that the Service Offering meets or relies on an infrastructure Services Offering that will meet a high standard for water conservation demonstrated through the application of a location and source sensitive water usage effectiveness (WUE)target of 0.4 L/kWh in areas with water stress.
	Elija un elemento.
	
	EUROPEAN CONTROL
	EC-1
	The Company provides the option that all Cloud Customer personal data are processed and stored exclusively in EU/EEA.
	Elija un elemento.
	
	EUROPEAN CONTROL
	EC-2
	The Company process and store all Cloud Customer personal data exclusively in the EU/EEA.
	Elija un elemento.
	
	EUROPEAN CONTROL
	EC-3
	If the Company or any of its subcontractors is subject to legal obligations to transmit or disclose Cloud Customer personal data on the basis of a non-EU/EEA statutory order, the Company has verified safeguards in place to ensure that any access request is compliant with EU/EEA/Member State law.
	Elija un elemento.
	
	EUROPEAN CONTROL
	EC-4
	The Company’s registered head office, headquarters and main establishment are established in a Member State of the EU/EEA.
	Elija un elemento.
	
	EUROPEAN CONTROL
	EC-5
	The Company’s registered head office, headquarters and main establishment are established in a Member State of the EU/EEA. Shareholders in the Company’s, whose registered head office, headquarters and main establishment are not established in a Member State of the EU/EEA do not, directly or indirectly, individually or jointly, hold control of the Company. Control is defined as the ability of a natural or legal person to exercise decisive influence directly or indirectly on the Company through one or more intermediate entities, de jure or de facto. (cf. Council Regulation No 139/2004 and Commission Consolidated Jurisdictional Notice under Council Regulation (EC) No 139/2004 for illustrations of decisive control).
	Elija un elemento.
	
	EUROPEAN CONTROL
	EC-6
	In the event of recourse by the Company, in the context of the Offering to the Customer, to the services of a third-party company - including a subcontractor - whose registered head office, headquarters and main establishment is outside of the European Union or who is owned or controlled directly or indirectly by another third-party company registered outside the EU/EEA, the third-party company shall have no access over the Cloud Customer personal data nor access and identity management for the Offering contracted by the Cloud Customer. The Company, including any of its sub-processors, shall push back any request received from non-European authorities to obtain communication of Cloud Customer personal data relating to European individuals, except if request is made in execution of a court judgment or order that is valid and compliant under the European Union law and the law of the Member States applicable to the contract of the Offering, as provided by Article 48 GDPR
	Elija un elemento.
	
	EUROPEAN CONTROL
	EC-7
	The Company maintains continuous operating autonomy for all or part of Offering. The concept of operating autonomy must be understood as the ability to maintain the provision of the Offering by drawing on the provider’s own skills, personnel and resources or by using adequate alternatives
	Elija un elemento.


The Company is committed to keeping all the information above updated and therefore will immediately issue a new declaration with the new information that will supersede the precedent.
The information provided above is complete and accurate.
The Company understands and agrees that any false statement or misrepresentation in the information provided above may entail the Company’s ban from the DOME Marketplace without prejudice to any other legal action that either the DOME Platform or the Cloud Customers may have against the Company.
In witness whereof, I sign this present declaration on behalf of the Company on the date set forth above.
	For and on behalf of Company




	Signed: Mr./Mrs. [insert complete name and surname of the legal representative of Company]
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